Alternating Bit Protocol
1 Overview

In this section we model and analyze the ABP communication protocol. This protocol is a fairly simple example of a distributed algorithm that nevertheless is a good starting point to understand the approach. There are two main goals of this case study. The first is to show how to do the modeling in AsmL. The second is to show how to analyze the behavior of the model. In the end we target some safety properties about the global behavior of the system. In this particular case it is enough to look at one-step properties of the system.
We start by developing the ABP model in AsmL. This description is originally based on the distributed ASM model from [GH93]. We decide upon some essential properties about the system that we would like to be verified. We then identify (derived) conditions on the state of the model that can be used to define those properties. Once we have defined the properties we want to use an automatic or a semi-automatic tool to help us do the verification. Here we use the tester tool in the AsmL toolkit [AsmL], which allows us to partially explore the state space of the model. In order to get a more complete picture we perform additional symbolic analysis of the model by using the HOL theorem prover.
2 The Model

We consider a version of the ABP with an infinite data flow from a sender to a receiver. The sender repeatedly sends messages to the receiver. The receiver replies by sending an acknowledgement message for each datum received from the sender. Both, data messages and acknowledgements are marked with a synchronization bit to distinguish between data which has been received and data which has not been received by the receiver. 
There is an abstract universe of data.  For executability, data will be considered synonymous to strings. There are two kinds of messages, data messages and acknowledgments. Only data messages may have, besides the bit, an actual data payload.
type Data = String
structure DataMsg
  data as Data

  bit  as Boolean
structure Ack

  bit as Boolean
2.1 Sender
The sender has an inbox channel that is either empty (null) or contains an acknowledgment from the receiver. The sender bit alternates between true and false and indicates the bit that was sent with the last data message. The sender file number (SenderNo) is the number of the last message that was successfully transmitted from the sender to the receiver.
var SenderInbox as Ack? = null 
var SenderBit   as Boolean = true 
var SenderNo    as Integer = 0
function SenderInboxIsNotEmpty() as Boolean
  return SenderInbox ne null
function AcknowledgmentHasTheRightBit() as Boolean
  return SenderInbox.bit = SenderBit
The actual message payloads are not relevant.
function SenderFile(n as Integer) as Data

  return "something"
When the sender makes a step, it consumes the message from its mailbox (if any) given that the message has the expected bit, and sends the next message to the receiver using the negated bit. Upon timeout, the last data message is retransmitted. Here timeout is defined to have occurred when both channels are empty.
procedure SenderStep()

  if SenderInboxIsNotEmpty() then
    if AcknowledgmentHasTheRightBit() then
      ReceiverInbox := DataMsg(SenderFile(SenderNo+1), not SenderBit)

      SenderNo  := SenderNo + 1

      SenderBit := not SenderBit

    SenderInbox := null
  else
    if Timeout() then
      ReceiverInbox := DataMsg(SenderFile(SenderNo), SenderBit)
function Timeout() as Boolean

  return SenderInbox=null and ReceiverInbox=null 
2.2 Receiver
Similar to the sender, the receiver has an inbox channel that is either empty (null) or contains a data message from the sender. The receiver bit alternates between true and false and is the bit that is expected with the next data message. The receiver file number (ReceiverNo) is the sequence number of the next data message to be received.
var ReceiverInbox as DataMsg? = null 
var ReceiverBit as Boolean = true 
var ReceiverNo  as Integer = 0
function ReceiverInboxIsNotEmpty() as Boolean
  return ReceiverInbox ne null
function MessageHasTheRightBit() as Boolean
  return ReceiverInbox.bit = ReceiverBit
The actual processing of the received data payloads is irrelevant.
procedure UpdateReceiverFile(No as Integer, dat as Data)
  skip
When the receiver makes a step, it consumes the message from its mailbox (if any) and replies with an acknowledgment containing the corresponding bit. Given that the message had the expected bit, it processes the message and updates the sequence number and the expected bit of the next data message. 
procedure ReceiverStep()

  if ReceiverInboxIsNotEmpty() then
    if MessageHasTheRightBit() then
      UpdateReceiverFile(ReceiverNo,ReceiverInbox.data)

      ReceiverNo  := ReceiverNo + 1

      ReceiverBit := not ReceiverBit

    SenderInbox := Ack(ReceiverInbox.bit)

    ReceiverInbox := null
2.3 Network
Besides the sender and the receiver there are two additional agents that model the behavior of a network where messages may get lost. One of the agents may delete the message (if any) that is on the way to the receiver, and the other agent may delete the acknowledgment (if any) that is on the way back to the sender.
procedure LooseMsg()
  ReceiverInbox := null
procedure LooseAck()
  SenderInbox := null
2.4 Simulation

To simulate the model here is a scheduler that interleaves the agents until the sender has successfully sent 100 messages to the receiver. Notice that, due to non-determinism, different executions of the simulator typically result in different runs of the system.
Main()
  step while SenderNo < 100
    choose agent in {"Sender","Receiver","LooseAck","LooseMsg"}

      match agent 

        "Sender"  : SenderStep()

        "Receiver": ReceiverStep()

        "LooseAck": LooseAck()

        "LooseMsg": LooseMsg()

      WriteLine("\r\nState :\r\n" + CurrentState())
      WriteLine("Step :" + agent)

CurrentState() as String

  return "  SenderNo = " + SenderNo.ToString() + "\r\n" +
         "  SenderInbox = " + ToString(SenderInbox) + "\r\n" +

         "  SenderBit = " + SenderBit.ToString() + "\r\n" +

         "  ReceiverInbox = " + ToString(ReceiverInbox) + "\r\n" +

         "  ReceiverBit = " + ReceiverBit.ToString() + "\r\n"
3 Properties
By simulating the model we could observe some patterns in the behavior that help us to identify some interesting properties of the system. Those properties will subsequently be used to cluster the state space into a finite number of equivalence classes.

function BitsAreSyncronized() as String

  if (SenderBit = ReceiverBit) then 
    return "Bits are syncronized"

  else
    return "Bits are different"
function SenderInboxStatus() as String

  if SenderInbox=null then "SInbox is empty"

  elseif (SenderInbox.bit = SenderBit) "Sender got ack-yes"

  else "Sender got ack-no"

function ReceiverInboxStatus() as String

  if ReceiverInbox=null then "RInbox is empty"

  elseif (ReceiverInbox.bit = ReceiverBit) "Receiver got msg-yes"

  else "Receiver got msg-no"
function FileNoDifferense() as String

  if SenderNo-ReceiverNo in {-1,0} then "Difference: "

                                         +ToString(SenderNo-ReceiverNo)

  else "wrong values of SenderNo, ReceiverNo"
4 Analysis
First we are going to use the properties and analyze the behavior by executing the model and observe the abstract properties. To do this we are using the tester tool of AsmL. 

Second we are going to use HOL 
4.1 Analysis through execution

4.2 Symbolic analysis
First we are going to prove that Timeout, MsgSent and MsgReceived are the only possible states of the system provided TImeout was an initial one. That is if the system is in one of these states then in the next stage it will be again in one of them.
5 Formal verification in HOL

5.1 Theories to load

load "integerTheory";load "stringTheory"; load "intLib";

open integerTheory stringTheory intLib typeBase;

val Null = Hol_datatype `Null = undef | null`;

5.2 Type definitions

val Data = Hol_datatype ` Data =  <|

    string : string

  |>`;
val Mesg = Hol_datatype ` Mesg =  <|

  data :  Null + Data;

  bit : bool

|>`;

5.3 State variables

val ABP_state = Hol_datatype ` ABP_state = <|

  SenderInbox :  Null + Mesg;

  SenderBit : bool;

  SenderNo : int;

  ReceiverInbox :  Null + Mesg;

  ReceiverBit : bool;

  ReceiverNo : int

|>`;

5.4 Functions and properties
val EmptyBox = Define ` EmptyBox =  \msg0:  Null + Mesg.   
    (ISL msg0)`;

val Flip = Define ` Flip = \bit: bool.

    ~ bit `;

val SenderFile = Define ` SenderFile = \No: int.

  (Data "something") `;

val Timeout = Define ` Timeout = \S0.
  (EmptyBox S0.SenderInbox) /\ (EmptyBox S0.ReceiverInbox)`;

val MsgSent = Define ` MsgSent = \S0.
  (EmptyBox S0.SenderInbox) /\ ~ (EmptyBox S0.ReceiverInbox)`;

val MsgReceived = Define ` MsgReceived = \S0.
  ~ (EmptyBox S0.SenderInbox) /\ (EmptyBox S0.ReceiverInbox) `;

5.5 Procedures

val UpdateReceiverFile = Define ` UpdateReceiverFile =

    \No: int. \dat:  Data. \S0. S0`;

val Sender = Define ` Sender = \S0.

  if ~ (EmptyBox S0.SenderInbox) then

    (if (OUTR S0.SenderInbox).bit = S0.SenderBit then

      S0 with <|

        ReceiverInbox :=

          (INR (Mesg (INR (SenderFile (S0.SenderNo + 1)))

                     (Flip S0.SenderBit)
           )    );

        SenderNo := S0.SenderNo + 1;

        SenderBit := (Flip S0.SenderBit)

      |>

    else

      S0)
    with <|

      SenderInbox := (INL null)
    |>

  else if (Timeout S0) then

    S0 with <|

    ReceiverInbox :=

      (INR (Mesg (INR (SenderFile S0.SenderNo)) S0.SenderBit))

    |>

  else

    S0 `;

val Receiver = Define ` Receiver = \S0.

  if ~ (EmptyBox S0.ReceiverInbox) then

    (if (OUTR (S0.ReceiverInbox)).bit = S0.ReceiverBit then

      S0 with <|

        ReceiverNo := S0.ReceiverNo + 1;

        ReceiverBit := (Flip S0.ReceiverBit)

      |>

    else

      S0) 
    with <|

        SenderInbox :=

        (INR ( Mesg (INL null) (OUTR S0.ReceiverInbox).bit ));

        ReceiverInbox := (INL null)

    |>

  else

    S0`;

val RealLifeReceiver = Define ` RealLifeReceiver = \MsgLost: bool.\S0.

  if MsgLost then

    S0 with <|

    ReceiverInbox := (INL null)

    |>

  else

    (Receiver S0)`;

val RealLifeSender = Define ` RealLifeSender = \MsgLost: bool. \S0.

  if MsgLost then

    S0 with <|

    SenderInbox := (INL (null))

    |>

  else

    (Sender S0)`;
val TheCompleteStep = Define `TheCompleteStep = \b1. \b2. \S0.

  if b1 then (RealLifeSender b2 S0) else (RealLifeReceiver b2 S0)`;
5.6 Useful theorems

val ABP_state_commute_with_if = store_thm("ABP_state_commute_with_if",

    ``!G0: bool. !S0:ABP_state. !S1:ABP_state.(

  ((if G0 then S0 else S1).SenderInbox

     = (if G0 then S0.SenderInbox else S1.SenderInbox))/\

  ((if G0 then S0 else S1).SenderBit

     = (if G0 then S0.SenderBit else S1.SenderBit))/\

  ((if G0 then S0 else S1).SenderNo

     = (if G0 then S0.SenderNo else S1.SenderNo))/\

  ((if G0 then S0 else S1).ReceiverInbox

     = (if G0 then S0.ReceiverInbox else S1.ReceiverInbox))/\

  ((if G0 then S0 else S1).ReceiverBit

     = (if G0 then S0.ReceiverBit else S1.ReceiverBit))/\

  ((if G0 then S0 else S1).ReceiverNo

     = (if G0 then S0.ReceiverNo else S1.ReceiverNo))

)``,(Induct_on `S0`) THEN (Induct_on `S1`) THEN (RW_TAC bool_ss []));
val if_cases = store_thm("if_cases",

    ``!G0: bool. !x y z.

  (((if G0 then x else y) = z) = ((G0 /\ (x=z))\/(~ G0 /\(y=z))))``,

  Induct THEN (RW_TAC bool_ss []));

val THE_TAC = (EVAL_TAC THEN (Induct_on `S0`) THEN
  REPEAT (CHANGED_TAC (

     PURE_ONCE_REWRITE_TAC [ABP_state_commute_with_if] 
     THEN REWRITE_TAC (simpls_of "ABP_state") ))
  THEN SIMP_TAC list_ss (simpls_of "ABP_state") 

  THEN (RW_TAC (arith_ss++integer_rwts) [])
  THEN (FULL_SIMP_TAC list_ss []) 

  THEN TRY ARITH_TAC
  THEN TRY DECIDE_TAC
  THEN TRY (PROVE_TAC []));

5.7 Hyperstates

val MsgStatus = Hol_datatype `MsgStatus = emptyMsg | sameBit | diffBit `;

val Prop1 = Define ` Prop1 = \S0.

  if (EmptyBox S0.SenderInbox) then emptyMsg

  else if (OUTR S0.SenderInbox).bit = S0.SenderBit then sameBit

  else diffBit`;

val Prop2 = Define ` Prop2 = \S0.

  if (EmptyBox S0.ReceiverInbox) then emptyMsg 

  else if (OUTR S0.ReceiverInbox).bit = S0.ReceiverBit then sameBit

  else  diffBit`;

val Prop3 = Define ` Prop3 = \S0.

  (S0.ReceiverNo - S0.SenderNo) `;

val Prop4 = Define ` Prop4 = \S0.

  (S0.ReceiverBit = S0.SenderBit) `;

val Hyperstate = Define ` Hyperstate = \S0.

\p1:  MsgStatus. \p2: MsgStatus. \p3: int. \p4 : bool.

  (Prop1 S0 = p1)/\(Prop2 S0 = p2)/\(Prop3 S0 = p3)/\(Prop4 S0 = p4)`;  

val H1 = Define ` H1 S0 = Hyperstate S0 emptyMsg emptyMsg 0 T`;

val H2 = Define ` H2 S0 = Hyperstate S0 emptyMsg sameBit  0 T`;

val H3 = Define ` H3 S0 = Hyperstate S0 sameBit  emptyMsg 1 F`;

val H4 = Define ` H4 S0 = Hyperstate S0 emptyMsg emptyMsg 1 F`;

val H5 = Define ` H5 S0 = Hyperstate S0 emptyMsg diffBit  1 F`;

val OrList = Define ` 

  (OrList [] S0 = F) /\

  (OrList (H::Tl) S0 = H S0 \/ (OrList Tl S0))`;

val TheGoal = Define ` TheGoal = \H .\Hlst.

!S0. ! b1: bool. !b2: bool.

 (H S0 ==> OrList Hlst (TheCompleteStep b1 b2 S0))`;

val TheGoal1 = Define ` TheGoal1 = \H .\Hlst.

 !S0. ! lost: bool.

 (H S0 ==> OrList Hlst (RealLifeSender lost S0))`;

val TheGoal2 = Define ` TheGoal2 = \H .\Hlst.

 !S0. ! lost: bool.

 (H S0 ==> OrList Hlst (RealLifeReceiver lost S0))`;

val SIMPLIFY_GOAL_TAC =  REPEAT (CHANGED_TAC (

 REWRITE_TAC [TheGoal,TheGoal1,TheGoal2,OrList,

 H1,H2,H3,H4,H5,Hyperstate,Prop1,Prop2,Prop3,Prop4] THEN BETA_TAC))

 THEN SIMP_TAC bool_ss [if_cases]

 THEN SIMP_TAC bool_ss (simpls_of "MsgStatus");

5.8 Proof goals

g `TheGoal H1 [H1;H2]`;    e (SIMPLIFY_GOAL_TAC THEN THE_TAC); 
g `TheGoal H2 [H1;H2;H3]`; e (SIMPLIFY_GOAL_TAC THEN THE_TAC); 
g `TheGoal H3 [H2;H3;H4]`; e (SIMPLIFY_GOAL_TAC THEN THE_TAC);

g `TheGoal H4 [H4;H5]`;    e (SIMPLIFY_GOAL_TAC THEN THE_TAC);

g `TheGoal H5 [H3;H4;H5]`; e (SIMPLIFY_GOAL_TAC THEN THE_TAC);

